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DISCLAIMER

No endorsements are made by me and especially Vital Records Control (VRC).  

Logos and information can be found online at the respective source 

organization’s website.  Information may have changed by the time it was 

researched.  Andrew is not an attorney and does not provide legal advice.

Andrew is a member of the Board of Directors of i-SIGMA (PRISM/NAID) and 

past member of the Board of the ICRM.

ABOUT ANDREW
• 20+ Year Pro (12 year IG Pro)

• Former Adjunct Instructor at Davenport University

• Global Project Management and Technology 

Capstone

• Writer for ARMA’s Information Governance Body of 

Knowledge (IGBOK)

• ICRM Exam Development Committee – 2012-2017

• i-SIGMA (PRISM/NAID) International Board Member –

2016-Present

• Inside the Record Room guest personality

• Masters in Administration from Central Michigan University
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TAKEAWAY

1. The data volumes are exploding, more data has been created 

in the past two years than in the entire previous history of the 

human race.

2. Data is growing faster than ever before and by the year 2020, 

about 1.7 megabytes of new information will be created every 

second for every human being on the planet.

3. Within five years there will be over 50 billion smart connected 

devices in the world, all developed to collect, analyze and 

share data.

4. For a typical Fortune 1000 company, just a 10% increase in 

data accessibility will result in more than $65 million additional 

net income.

CURRENT STATE
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5. By 2020, we will have over 6.1 billion smartphone 

users globally. That’s more than traditional landline phone 

accounts.

6. Still skeptical about the sharing economy? Airbnb is valued at 

around $25.5 billion, which is more than hotel giants Marriott 

($20.90 billion), Starwood ($14 billion), and Wyndham 

($10.01 billion). Hilton Worldwide is valued at $27.7 billion. 

What’s more, Airbnb don’t own a single hotel room.

7. On a year-over-year basis, funding to AI startups jumped 

302% in 2014, which include companies working in natural 

language processing, machine learning, deep learning and 

predictive APIs among other applications.

CURRENT STATE CURRENT STATE

• Data risk

• Noteworthy Breaches

• Facebook – 50 million

• Target – 40 million

• LinkedIn – 165 million

• Ashley Madison – 33 million

• Home Depot – 53 million

• Drop Box – 68 million

• eBay – 145 million

• Equifax – 143 million

• Yahoo! – 3 billion

CURRENT STATE CURRENT STATE

CURRENT STATE

April 4, 2018 by jeff_goldman@njadvancemedia.com

NJ Advance Media for NJ.com

Virtua Medical Group, a South Jersey firm with dozens of 

medical and surgical practices, has agreed to pay $417,816 

to settle a complaint that it exposed medical records of more 

than 1,650 patients on the internet.

CURRENT STATE
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CURRENT STATE

• Impacts

• Costs

• Reputational Damage

• IP Theft

• Legal exposure

• Who is accountable?

CURRENT STATE

“It is abundantly clear that, in many respects a firm’s level of cybersecurity is 

only as good as the cybersecurity of its vendors.”

Benjamin M. Lawsky, New York State Financial regulator

CURRENT STATE CURRENT STATE

CURRENT STATE CURRENT STATE
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CURRENT STATE
ROLES OF C-SUITE AND BOARD

What does a Board of Directors do?

• Establish vision, mission and values

• Set strategy and structure

• Create and Delegate to management

• Exercise accountability

ROLES OF C-SUITE AND BOARD ROLES OF C-SUITE AND BOARD

ROLES OF C-SUITE AND BOARD

The “General Counsel Data Survey,” conducted in June by the Consero Group for 

Fortune 1000 GCs, showed:

• Data privacy/security was listed a top priority GCs

• An alarming percentage of the largest companies remain unprepared.  

• The issue is not a lack of awareness – GC’s are slow to react because they do not 

believe they have enough resources for the breadth and complexity of the problem.

ROLES OF C-SUITE AND BOARD

Know thy Board…would they rather pay a fine?
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• Information Governance 

to the rescue!?

• What is different about 

this approach?

TIPS

What about IG specifics?

• Identify key assets, information, risks and responsibilities

• Oversee control procedures that limit adverse events

• Implement appropriate controls to detect data breaches and other anomalies or events

• Deploy a robust response plan for privacy and security breaches, including regulatory and 

public relations

• Ensure the company will not only recover from adverse events, but also build resilience to 

these types of threats

TIPS

What about IG specifics (cont’d)?

• Privacy by Design

• Privacy on the Move

• Privacy by Prescription

• Data Placement Strategies

• How do these topics come together across business functions?

TIPS
TIPS

• Your house is in order

• GREAT NEWS!

• But what about

• Third parties

• Assessing impacts

• Incident response teams

• Encryption strategy

Data Security and 
Privacy Program

• Do they have a formal  data security  and privacy program? 

• Verifiable security awareness training?  Is it required? How do they stay current?  

• How do they validate and self-assess the effectiveness of their programs?

• Security staffing? On boarding and background checking? Specialized training and 
credentials? Kept current? 

Technology and 
Infrastructure

• What technology are they using to protect you?

• Where is the data stored? What happens if you leave?  

• Is data going outside US? How and what do they encrypt?

Vendor Policies

• Notification conflicts with yours?  How soon before they notify you? 

• Special reporting requirements?  Will they share it?

• Vendor policies, acceptable use of equipment, confidentiality and privacy, mobile device and 
BYOD, end-point controls how do they watch people with the keys?

• What about subcontractors?

• Is risk management framework in place?

• Information life cycle, data ownership, and what happens when contracts go bad? 

TIPS
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TIPS TIPS

• Information Governance, Data Management, Data Governance, Information 

Management, Knowledge Management, Records Management, etc. – Don’t get 

caught up in terms.  

• IG – In some ways already exists in IT (COBIT), but the business needs non-IT 

people to have a say.

• No silver bullet or magic wand to tackle IG.  All hands on deck approach is what 

is needed to move the needle.

• Find a methodology or framework that works for your organization, and promote 

the benefits IF it does truly work.

• Lead by example.

• The Board of Directors needs to have a PERSON responsible for protecting data.

• Strong HR onboarding and off boarding of employees and contractors

• Just what are those technology assets and where are they?

• Infonomics – Show information an asset on the balance sheet!

TIPS

ARMA IG Maturity Model

• Level 1 (Sub-Standard):  ad hoc IG

• Level 2 (In Development):  IG and RM have an impact on the 

organization

• Level 3 (Essential):  must meet minimum organizational legal, 

regulatory, and business requirements

• Level 4 (Proactive):  proactive IG with continuous improvement

• Level 5 (Transformational):  compliance is routine across the 

organization

Source:  Generally Accepted Recordkeeping Principles – Information Governance 

Maturity Model

TIPS
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Every decision in the world is made by the person who has the power to 

make that decision – not the “right” person, or the “smartest” person, or the 

“most qualified” person, and in most cases not you.  If you influence this 

decision maker, you will make a positive difference.  If you do not influence 

this person, you will not make a positive difference. Make peace with this.  

You will have a better life!  And, you will make more of a positive 

difference in your organization and you will be happier.

Mojo – Marshall Goldsmith.  P. 165

IG GURU

• Educational Resource for 

Information Governance 

Professionals

• www.igguru.net

• Free to sign up!

VITAL RECORDS CONTROL

• Founded in 1988 in Memphis, Tennessee

• Serves over 45 Markets in the US

• Network of High-Quality RIM Solutions for Your Information 

Governance Needs

• Records Management & Storage – VitalWeb

• Document Scanning – VitalScan

• Secure Shredding – VitalShred

• Data Backup & Media Vaulting – VitalVault

• Health Information Management & Release-of-

Information– VitalChart

• www.vitalrecordscontrol.com
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GRACIAS!

E-mail:  aysasi@vrcnetwork.com 

Twitter:  

@andrewysasi @vitalrecordctrl

@admovio @1gguru

LinkedIn:  

www.linkedin.com/in/andrewysasi/

Twitter:  

www.twitter.com/andrewysasi


