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Current State of Roles of C-Suite
IG and the Board
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TAKEAWAY CURRENT STATE

The data volumes are exploding, more data has been created

] in the past two years than in the entire previous history of the
® Info to help make your case human race.

Data is growing faster than ever before and by the year 2020,
about 1.7 megabytes of new information will be created every

* Specifics for the board to be concerned about second forlerany A e

. Within five years there will be over 50 billion smart connected
n A devices in the world, all developed to collect, analyze and
* Tips on getting started f i
share data.
. For a typical Fortune 1000 company, just a 1
data accessibility will result in more than $65 million additional

net income.
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5. By 2020, we will have over 6.1 billion smartphone * Data risk

users globally. That's more than traditional landline phone . N
accounts.

* Facebook — 50 million

Still skeptical about the sharing economy? Airbnb is valued at « Target - 40 million
around $25.5 billion, which is more than hotel giants Marriott « Linkedln — 165 million Records Breached: 11,575,804.706
($20.90 billion), Starwood ($14 billion), and Wyndham
($10.01 billion). Hilton Worldwide is valued at $27.7 billion.

What's more, Airbnb don’t own a single hotel room.

Ashley Madison — 33 million Flomsa «planation about this totl)

Home Depot — 53 million
1o 8,804 DATA BREACHES Mae pubiic since 2005
Drop Box — 68 million
On a year-over-year basis, funding to Al startups jumped eBay — 145 million
302% in 2014, which include companies working in natural Equifax — 143 million
language processing, machine learning, deep learning and Yahoo! - 3 billion
predictive APls among other applications.
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ANNUAL PERCENT AND NUMBER OF TGTAL BREACHES BY TrPE

13684768
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A
Virtua

Virtua Medical Group

April 4, 2018 by jeff_goldman@njadvancemedia.com

NJ Advance Media for NJ.com

Virtua Medical Group, a South Jersey firm with dozens of
medical and surgical practices, has agreed to pay $417,816
to settle a complaint that it exposed medical records of more

than 1,650 patients on the internet.
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ishing and Overconfident Users

78% of people claim to be aware of the risks of unknown links
in emails. And yet they click anyway.
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CURRENT STATE

“It is abundantly clear that, in many respects a firm's level of cybersecurity is

only as good as the cybersecurity of its vendors.”

Benjamin M. Lawsky, New York State Financial regulator
iork Together
The amount of phishing emalls containing & form of

ransomware grew to 97.25% during Q3 2016, up from 92% in
12018

CURRENT STATE

AZQUOTES
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* Impacts
® Costs. @ ’
* Reputational Damage $294 5227 $206
® IP Theft

® Legal exposure

I -
$122  $105

* Who is accountable?

CURRENT STATE
WHOHAS YOURHEALTH DATA? ===
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Find myself on a 737/800, lets see Box-IFE
ICE-SATCOM. 7 Shall we start playing with
EICAS messages? "PASS OXYGEN ON"
Anyone 7 )
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Data Breach Experts to Board of Directors: Wake
the Hell Up
o Despite deluge of stolen Pl data g
| breach experts see litte change oy
in corporate security behavior ey

+ B6% DO NOT parcive cybersecurity a3 3 strategic priorty

o TH% HAVE NOT briefed thev 8o 75 on e cyber securty st tegy over
the past 12 morers

securty starduds

« Oty 10%
access rights. So who cortzots the ather S0%7

user access
- 5

ROLES OF C-SUITE AND BOARD

The “General Counsel Data Survey,” conducted in June by the Consero Group for
Fortune 1000 GCs, showed:

*® Data privacy /security was listed a top priority GCs
* An alarming percentage of the largest companies remain unprepared.

* The issue is not a lack of awareness — GC's are slow to react because they do not

believe they have enough resources for the breadth and complexity of the problem.

ROLES OF C-SUITE AND BOARD

What does a Board of Directors do?
® Establish vision, mission and values
® Set strategy and structure

® Create and Delegate to

*® Exercise accountability

ROLES OF C-SUITE AND BOARD

Misrepresented Privacy Assurances to Users of Apple's
Safari Internet Browser

Privacy Setfisment is the Largest FTC Penalty Ever for Vialation of a Commission

LifeLock to Pay $100 Million to Consumers to Settle FTC
Charges it Viclated 2010 Order
FTC Alleged Company Vioiated Order’s Information Security Requirements, Misled
Consumers With Deceptive Atvertsin
illion HIPAA settlement shines light on
the importance of audit controls
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* Information Governance

to the rescuel?

* What is different about

this approach?

TIPS

What about IG specifics (cont'd)?
* Privacy by Design
*® Privacy on the Move

Privacy by Prescription

Data Placement Strategies

How do these topics come together across business functions?
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TIPS

What about IG specifics?
* Identify key assets, information, risks and responsibilities
* Oversee control procedures that limit adverse events

Implement appropricte controls to detect data breaches and other anomalies or events

Deploy a robust response plan for privacy and security breaches, including regulatory and
public relations

Ensure the company will not only recover from adverse events, but also build resilience to
these types of threats

* Your house is in order
* GREAT NEWS!

* But what about
* Third parties
* Assessing impacts
* Incident response teams

* Encryption strategy

TIPS

+ Do they have o formal data security and privacy program?
* Verifiable security awareness raining? Is if required? How do they stay current?
* How do they validate and self-assess fhe effectiveness of their programs?
PEPLIWAIR] « Security staffing? On boarding and background checking? Specialized training and
PR crodentials2 Kept current?

* What technology are they using fo profect you?
* Where i the data stored? What happens f you leave?
RTINS - s dota going outside US? How and what do they encryp?
nfrastructure

« Nofification conflicts with yours? How soon before they nofify you?
* Special reporting requirements? Willthey share iff

and
BYOD, end-polint confrols how do they wafch people with the keys?
* What about subeontractors?

Ml - i sk management framework n place?
. ife cycle, data i

d what hoppens
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RISK MANAGEMENT

RISK MANAGEMENTAND i s
COMPLIANCE SOLVED PROCEOURES "AWARENESS

Manage 6 main areas of Security VENDOR
and Privacy through one tool. SEMEN

TIPS

Information Governance, Data Management, Data Governance, Information
Management, Knowledge Management, Records Management, efc. — Don't get
caught up in terms.

IG ~ In some ways already exists in IT (COBIT), but the business needs non-IT
people fo have a say.

No silver bullet or magic wand fo tackle IG. All hands on deck approcch is what
is needed to move the needle.

Find @ methodology or framework that works for your organization, and promote
the benefits I it does fruly work.

Lead by exampl
The Board of Directors needs fo have a PERSON responsible for protecting data.
Strong HR onboarding and off boarding of employees and contractors

Just what are those fechnology assefs and where are they?

Infonomics — Show information an asset on the balance sheet!
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TIPS

ARMA IG Maturity Model
*® Level 1 (Sub-Standard): ad hoc IG

* Level 2 (In Development): IG and RM have an impact on the
organization

* Level 3 (Essential): must meet minimum organizational legal,
regulatory, and business requirements

* Level 4 (Proactive): proactive IG with continuous improvement

* Level 5 (Transformational): compliance is roufine across the
organization

Source: Generally Accepted Recordkeeping Principles — Information Governance
Maturity Model




Every decision in the world is made by the person who has the power to
make that decision — not the “right” person, or the “smartest” person, or the
“most qualified” person, and in most cases not you. If you influence this
decision maker, you will make a positive difference. If you do not influence
this person, you will not make a positive difference. Make peace with this.
You will have a better lifel And, you will make more of a positive
difference in your organization and you will be happier.

Mojo — Marshall Goldsmith. P. 165

VITAL RECORDS CONTROL

Founded in 1988 in Memphis, Tennessee
Serves over 45 Markefs i he US
Network of High-Quality RIM Solutions for Your Information

Governar

* Records Management & Storage — VitalWeb

* Document Scoing — VitalScan
" F S ——
Vital Records Control + Doto Bockup & Media Veuling - VitlVeult
Hocllh formion Managemert & Rlease-of
Informron- ViteChar

wwwitlrecordsconirol.com

ANDREW YSASI

GRACIAS!

" !
n E-mail: aysasi@vrenetwork.com
Twitter:
) )

@andrewysasi @vitalrecordetr
@admovio @1ggurv

Linkedin:

wwwelinkedin.comin/andrewysasi
Twitter:

wwwtwitter.com/andrewysasi

VRC
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IG GUR

* Educational Resource for
Information Governance

Professionals

* www.igguru.net

lebrating i
10 Years! ® Free to sign up!
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Sources
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Forbes 20 Mind Boggling Facts ~ Refrieved on 10/3/2017: from
hitps:/ /wwwiforbes.com, rardmarr/2016/11/01/20-mind-bog
business-leader-must-reflect-on-now,/#458b65dd20dc.

The Worst Data Breaches of All Time — URL: hitps://wwwitomsguide.com,
story/872-worst-data-brecches himl

The biggest data breaches in recent history — URL: hitp://wwwbusin
biggest-data-breaches-in-recent-history-2017-6.

Ponemon Data Breach Report— 2017
com Data Breach Reports - hips:/ /sleo.com/data-bre

SIMBUS 360 — wwnesimbus360.com

CSR Readiness Pro - vewwecsrps.com

rg = Pulse of the Prof

. FIC.gov and DHHS.gov

Hollywood hospital pays $17,000 in bitcoin to hackers —
hitps/ /wwiwlatimes. ftechnol in-20160217-
storyhtmi



